'\.,

N

o

QUELLO CHE (FORSE) NON SAPEVATE DEL
SENSO DEL PRIVILEGE MANAGEMENT

: . ‘ .
- e 4;»" ST el T \ Ny

2020.11.26
Massimo Carlotti — PreSales Team Leader Italy / CYBERARK

NNNNNNNNNNNNNNNNNNNNNNN



@ CYBERARK

AGENDA - Privilege Management




@ CYBERARK

AGENDA - Privilege Management
- WHY
* How
« What
- Q&A




WHY YOU SHOULD LISTEN
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PRIVILEGED ACCOUNTS
EXTERNAL ATTACKERS “KEYS TO THE KINGDOM” MALICIOUS INSIDERS
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PRIVILEGE IS EVERYWHERE

Containers &
t Contain lrl.'lrr.hn'u'lﬂnn
@ Serverless
/ Cloud-Native Apps | *

PRIVILEGED USERS
j — Mac Windows :
=m — L

Apps Robots | People | Work Stations

On-Premises
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ALL IDENTITIES CAN BE PRIVILEGED UNDER CERTAIN CONDITIONS

Hybrid Cloud

Database Network Devices

App Server

SaaS laaS / PaaS

.. = Windows Azure ‘

3 Google Cloud ‘ aWS ‘

Di@i P B

Cloud Natlve Containers VM’s & Serverless
Apps Storage

El Ofﬁce 365 G

Code / Code Code
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Admin DevOps Apps / Robots 3rd Party Vendors Workforce
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Temporary Location




SAMPLE SCENARIO 1: THE PRIVILEGE PATHWAY

The Pr]vilege pathwa}r to WORKSTATION WORKSTATION SERVER

THE DOMAIN E H
CONTROLLER and — — —>

]

Steal admin Steal admin Use password.

CLOUD password password used Fir‘lcFm::-thing.
for a server Maove on.

SERVER DOMAIMN CONTROLLER CRITICAL WORKSTATIONS CRITICAL DEVELOPER

WORKSTATIONS

BE, a‘;’
e, WY s——

(6 Jle ]| i8]

lllll = = —
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— — — CRITICAL SERVERS =

i CRITICAL CLOUD SERVERS
= &S L]l
. ] ] .
Steal hash for an Generate tickets OTHER ASSETS C@

admin password for all assets in
with broad access domain




SAMPLE SCENARIO 2: THE POWER OF PRIVILEGE IN THE CLOUD

OLD WAY NEW WAY
Compromise a system, then another, Compromise one user, then own
then another, then own a domain Cloud infrastructure
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TOP USE CASES

Secure human Build a PAM

& non-human program with
privileged the CyberArk
arcess Blueprint

Ser Secure DevOps
Secure cloud _ Secure C ev!
workloads Defend against pipelines & cloud

sophisticated native apps
attacks

Secure Satisfy audit

automation & & reeulatory Remove local
admin on
workstations

Secure RPA . :
workloads transformation compliance

Secure
Automate remote users
privileged tasks & third-party
YRR rpCC
viitigate risk vendor access
with Just-in-time
Least Privilege
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MOVING TO THE CLOUD = SHARED RESPONSIBILITY

ALWAYS OUR
RESPONSIBILITY

IDENTITIES AND PRIVILEGES

Traditional

On-Premises IT Colocation Hosting laaS PaaS SaaS

Data Data

Application Application Application Application Application Application

Databases Databases Databases Databases Databases Databases

Operating System Operating System Operating System Operating System Operating System Operating System

Virtualization Virtualization Virtualization Virtualization Virtualization Virtualization

Physical Servers Physical Servers Physical Servers Physical Servers Physical Servers Physical Servers

Network & Storage Network & Storage Network & Storage Network & Storage Network & Storage Network & Storage

Data Center Data Center Data Center Data Center Data Center Data Center

. Provider-Supplied . Self-Managed

CYBER
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A GOAL WITHOUT A PLAN

1S JUST A WISH
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THINK LIKE THE ATTACKER

LOOK FOR EXPOSED PRIVILEGED
ACCOUNTS

BYPASS PRIVILEGED ACCOUNT
SECURITY CONTROLS

LEVERAGE KNOWN ATTACKS FOR
BYPASSING AUTHENTICATION

““"\_ GO UNDETECTED WHILE ABUSING
N PRIVILEGED ACCESS

:~ CYBER 15



THE ATTACK CHAIN IS STILL THE SAME

Cloud

)
“esieyyoray wioyS

Disrupt Business
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We need to break
the attack chain
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CYBERARK BLUEPRINT: 3 GUIDING PRINCIPLES

f__\ f__\

PREVENT STOP LATERAL LIMIT PRIVILEGE
CREDENTIAL & VERTICAL ESCALATION &
THEFT MOVEMENT ABUSE

. N V.
< ONPREMISES —— HYBRID —— CLOUD >

Risk based program designed to secure privileged access across all environments




Risk Reduction

CYBERARK BLUEPRINT STAGES OVERVIEW

Rapid Risk Mitigation

Secure privileged IDs
that have the
potential to control an
entire environment

Prevent

et

Stop Lateral
& Vertical
Movement

Core Security

Focus on locking
down the most
universal technology
platforms

Enterprise Program

Build PAS into the
fabric of enterprise
security strategy and
application pipelines

Mature the Program

Mature existing
controls and expand
into advanced
privileged access
security

Advanced Security

Look for new
opportunities to
shore up privileged
access across the
enterprise

W Limit Privilege
% Escalation & o
Abuse

-.‘- Major

® Moderate @ Minor




THE VALUE OF A RED TEAM ASSESSMENT
RED TEAM HELP TEST ABILITIES TO DETECT AND RESPOND TO ATTACKS

- Understand strengths and weakness under fire during e
real attack against their infrastructure.

« Gain a view of how attacker’s TTP (tactics, techniques
and procedures) circumvent existing defensive solutions.

« Mitigate risks found during engagements with actionable
deliverables.

* Optimize CyberArk solutions to mitigate real weakness ¢
found during the Red-Team engagement.

. CYBER 19
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BEFORE PRIVILEGE ACCOUNT MANAGEMENT CLOUD ASSETS

Exposed privileged Direct access to
credentials sensitive targets

Manual or No rotation Complex auditing

Manual correlation for privileged account activity

A

o™

Applications/Scripts

= =
| ”(3

Business User IT admin

-
¢ v ot SIEM

External user Auditor

PRIVILEGED ACCOUNTS CONSUMERS ON-PREMISE ASSETS
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AFTER PRIVILEGE ACCOUNT MANAGEMENT PRIVILEGED 2ONE - CLOUD

Secure storage Session Isolation &
g Control
Automatic Rotation Session Recording

: . ; PRIVILEGED
Behavioral Analysis and Automatic Response ACCOUNT I4
SECURITY /

[z Tk |/

Applications/Scripts

Q

b Corporate MF, r ) / - - _——
WO R i

Business User IT admin /

N A il @
@ .Q . @ E -!
Auditor SIEM
External user \
NON-PRIVILEGED ZONE PRIVILEGED ZONE - DATACENTER

CYBER
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DISCOVER

CONTINUALLY SCAN THE
ENVIRONMENT TO DETECT
PRIVILEGED CREDENTIALS

AND ACCOUNTS

RISK-BASED CREDENTIAL PROTECTION

=R

ONBOARD MANAGE
ADD ALL DISCOVERED AUTOMATICALLY ADD
PRIVILEGED ACCOUNTS TO PRIVILEGED ACCOUNTS TO
THE PENDING QUEUE TO BE MANAGED AND ROTATED
VALIDATE PRIVILEGE IN THE DIGITAL VAULT
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ISOLATE

SEPARATE ENDPOINTS
FROM CRITICAL TARGET
SYSTEMS TO PREVENT
LATERAL MOVEMENT

PRIVILEGED SESSION MANAGEMENT

>

MONITOR

MONITOR, TRACK AND
DETECT SUSPICIOUS
PRIVILEGED ACTIVITIES AND
EVENTS IN REAL TIME

(21)

RECORD

SUPPORT FORENSIC
ANALYSIS AND AUDIT WITH
DETAILED AUDIT OF
PRIVILEGED ACTIVITY
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THE NEED FOR ANALYTICS

Assuming that...
Privileged accounts are most often compromised as part of an attack

We need some tool that e

Eﬂ- IVE BEEN GIVING YOU § 1 SAID
N | THE DATA YU GAVE | 8], O ToTHe P[] 1 e DATA,
« Detects privileged accounts related anomalies i i | R
3 \I
» Detects privileged accounts 5 —
related security incidents 2 1o

 Detects privileged accounts related risks

-« Contains security incidents




HOW COULD AN ANALYTICS ENGINE WORK IN A PAM SCENARIO

CYBERARK E
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S & ” REAL-TIME ANALYTICS S \OAVT _@
.I POWERED BY PROFILING N\
PLATFORM ALGORITHMS DETECT
ANOMALOUS ACTIVITY _I

&
« CYBER
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THE PROBLEM: USERS WITH ADMIN RIGHTS CAN...

* %k k k k

Change system Install Access and change
configurations malware accounts

ii 8 7 of organizations have not removed local admin
% rights which represents a significant increase YoY.”

Source: CyberArk Threat Landscape Survey, February 2018




THE DILEMMA - SECURITY VS. OPERATIONAL IMPACT

USERS HAVE LOCAL LOCAL ADMIN RIGHTS
ADMIN RIGHTS ARE REMOVED
resssdturen
OPERATIONS productive users upp '

IMPACT =
(ann)

Increased calls and costs.

Contain attacks
on the endpoint

Increased

SECURITY security incidents
IMPACT




LEAST PRIVILEGE

Privilege Management— prevent attacks that start at the
endpoint by removing local admin rights on Windows
workstations, servers, and Macs.

Application Control allows IT operations and security teams
allow approved applications to run while restrict the unapproved
ones. Unknown applications runs in ‘Restricted Mode’ which
prevents them from accessing corporate resources, sensitive
data or the Internet.

Just-in-time user elevation and access on a by-request basis for
a time limited period of time with full audit of privileged activities.

@CYBERJ&F’EK
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PRIVILEGE DEFENSE

Credential theft blocking capabilities helps organizations
detect and block attempted theft of Windows credentials
and those stored by popular web browsers and file cache
credential stores.

Ransomware protection provides another layer of
security to the endpoint — the ability to detect ransomware
with certainty and respond before the attack can cause
damage.

Privilege Deception detects an insider threat or an attacker
Impersonating to an insider, who tries to operate undetected.
Privilege Deception detect and block lateral movement by placing
deception components in the attack path.

€ CYBERARK



INTEGRATIONS

Technology Partnerships allow the customer to leverage on maximizing the positive
outcome from adopting layered security solutions to create unified, integrated

experiences across diverse disciplines. Ideally, these integrations should be —
secure, easy, robust.

INTEGRATIONS

Security IT Operations
Threat Intelligence Helpdesk Systems
Identity Providers Software Distributors
SIEM Configuration Management

. CYBER
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SHADOW ADMIN, WHO ART THOU?

- Shadow Admin accounts are accounts in
your network that have sensitive privileges
and are typically overlooked because they
are not members of a privileged group
(tipically Active Directory). Instead, Shadow
Admin accounts were granted their privileges
through the direct assignment of
permissions (using ACLs on AD objects).

« From the attacker’s perspective, these
accounts are highly desired because they
provide the administrative privileges
necessary to advance an attack, and they
have a lower profile compared to accounts
under the well-known admin groups (ex:
Domain Admins).




THE CHALLENGE OF LEAST PRIVILEGE: IN THE CLOUD

Huge Proliferation of Privileges

== Xgﬁf(ﬁ 5000+ Azure IAM permissions

aWS 7,200+ AWS IAM permissions

D Google Cloud 3200+ GCP IAM permissions

(as of October 2020)




SHADOW ADMINS - SUBSCRIPTION LEVEL

Permissions Actions permitted

Microsoft.Authorization/I:IassicAdministrators/write Add new classic administrators
Microsoft.Authorization/ioIeAssignments/write Grant permissions
Microsoft.Authorization/ioleDefinition/write Change permissions’ definitions
Microsoft.Authorization/flevateAccess/Action Elevate to user access admin

Microsoft.Authorization/ioleDefinition/*

%k

Microsoft.Authorization/foleAssignments/* . _
i Sensitive wildcard character
Microsoft.Authorization/*/\Write

Microsoft.Authorization

Shadow Admin accounts are accounts in your network that have sensitive privileges and are typically
overlooked because they are not members of a privileged Active Directory (AD) group and/or they are not
assigned to known privileged roles.

Instead, Shadow Admin accounts were granted their privileges through the direct assignment of permissions
(like using ACLs on AD objects or similar).

CYBER 38




CLOUD ENTITLEMENTS MANAGEMENT

Analyzing granted permissions

ldentifying unused and excessive permissions
Modeling Exposure Level

Providing actionable Recommendations
Providing deployable Remediation

Identify... Remediate... Defend...

unused and risky permissions risky and excessive access proactively against internal
that could be exploited by with Al-generated policy and external threats
attackers corrections

CYBER
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SECURE THE ECOSYSTEM: SECURITY IS A TEAM GAME!

CERTIFIED PARTNERS
dWs

L cHer @'””""’

{lou'ﬂbEES 9

{® cortex

ﬁ- CYBERBIT

D=VICZ42

‘digitate

w' docker

0 dActiveMavigation
W Axios

ADVANCED

Systems ConcepTs, Inc.

oy
COESERVER

3

25 Bigll

beyond

blueprismi o Y
l DataSunrise

'= HETWORKS

n_L DBmaestro
OEMISTO
DTN

Yalgo - < edgeverve

/,f‘
\Aplca L DATA EMERGYNT
LJu43

% Eracent
& datablink

O Evidian

L
EZMCOM

) APPDYNAMICS

App
¢ 'aqua

asg = bme

4% BRANDLE

Bromium’
exabeam

@rnfu POINT

Al®S

—ptHWHERE & cavirin

13 Check Point

CERTIFIED JOINT SOLUTIONS

Manage
ment

Authentic
ation

FLEXERA

FIEATINET

Google
& harness
HIDEEZS

IEM

«f-q- Infermatica
(intel)
| |

iQuate

Robotic

Process

Automati
on

RAPIDI)
RSA

'/-;N'IEMSP#SS
|
W 40

@ SailPoint ROCO

@) Outpost (& SILVERFORT

B palozlio

% PCYSYS

KEYFACTOR

* leidos

logpoint

S srveox

#LogRhythm L N

PEGA
1 McAfee
‘p Phantom

%= SCADAfence

BS Microsoft

@M CIPHER
NICE
netwrix
okta

B Phosphorus

Pivotal
proofpoint.

splunk

ScriptRunner

rR".uml
m SECUREAUTH

f::‘;/: ' e | I?—l' L!NH:

»SPHERI

SoLUmON

STEALTHbits

=

il Sets

puppet
@ Qualys.
RARUEIZ

’ redhat

Vulnerabi
Discovery SIEM GO"Ceema“ HSM M;'r?a’ge
ment

@ SECURONIX

44 Omada

servicenow "r Symantec

onelogin stalend

A%
P,‘v;i SIEMPLIFY

OpsRamp ) simeio tenable

PLUG-INS

CPM Plug-ins

w softomaotive .éa

EHFEI':I'L ock.

THALES
*Twist[ur.:k'

[Vilpath
UNBIIUND

utimaco’

\\ »Wa.RONIS

F'WorkFusion

[{] WATERFALL

W xvPrRO

Piyice Criticsl Secur o

PSM Plug-ins




@ CYBERARK

AGENDA - Privilege Management




€U cYBER

QUESTIONS?
THANK YOU



WHAT’S NEXT: GUIDED TOUR

CYBERARK GUIDED TOUR

Take the First Step to a Stronger Security Posture.

START THE TOUR

www.cyberark.com/cyberark-quided-tour/

{0 CYBER


https://www.cyberark.com/cyberark-guided-tour/

